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1 MitID Test Tool - Guide til tjenesteudbydere

Fiktive brugere: Ellie999, Sabastian555, Stig777
Password: Test1234

Guide:
1. Log pd MitID Test Tool (https://pp.mitid.dk/test-tool/frontend/#/create-

identity)
2. Sgg efter fiktiv bruger gverst i hgjre hjgrne

Mit :' Test T00|. ‘ NewIdentity Flows Handouts  Notifications Identity: StgTTT v q

Create New Test Identity

AUTOFILL

dentity Claim

Enter Identity Claim

3. Herefter vil du blive mgdt af brugerens identity details. Markeret med gul ses
brugerens Current TOTP, som er den midlertidige bekraeftelseskode, som skal

anvendes til NemLog-In Testmiljg Portal
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New Identity Flows Handouts Notifications

P Test Tool |

Kentity: SUg777 v a

Identity details for: Stig777

Identity Claim: Stig777

Full Name: Stig Christensen

UUID: d34af431-9d3e-4b47-8667-0bbd09b2896a
Status: ACTIVE

Created: 2021-09-03 15:40:04

CPR: 1105723179

Birth Date: 11.5.1972

Age: 49

Email: nemlogin@digst.dk

IAL: SUBSTANTIAL

Accepted Terms and Conditions Version: 1.2
Accepted Privacy Policy Version: 1.2

Privacy Settings: OFF

Self Service Access: TRUE

Preferred Motification Language: DA

Notification Level: CRITICAL

First Notification Channel: EMAIL

Second Notification Channel: MITID_APP

Email Registration Time: 2021-10-04 15:40:04
Creating Organisation Uuid: d987bb2f-640f-4ff0-b0b3-bb333818be67

Password

Authenticator ID State AEL Error Count

SUBSTANTIAL 0

Last Updated

P-3143-2005-3206 ACTIVE 2021-10-0415:41:21

TOTP

Authenticator ID State AEL Error Count

SUBSTANTIAL [1]

Last Updated

T-2610-5304-4303 ACTIVE 2021-10-04 15:41:28

Available actions:
Revoke Identity,
Suspend Identity,

Register Password
Register TOTP
Redgister app simulator
Register MitID app

Register chip simulator
Register MitID chip

Register Authenticator Combinations

Revoke Suspend Forgot Password

Current TOTP
384544 (¥

Device Model

Code Display

4. Aben herefter NemLog-In Testmiljg Portal (https://tu.nemlog-in.dk/oprettelse-
og-administration-af-tjenester/log-in/hjaelp-og-vejledning/integrationstest/)

5. Scroll ned til Test-tjenester og vaelg en vilkarlig Test-tjeneste

Test-tjenester

Integrationstestmiljget udstiller et antal testtjenester, som kan anvendes i forskellige testscenarier.

Test-tjeneste QIOSAML-version
e 2.0.9*

g 210

Tu2¢2 210

TS 3.0.2

i 3.02

TUS & 3.02

Tu6 & 3.0.2

NameIDFormat

X5095ubject

X5095ubject

Persistent Pseudonym

Persistent

Transient

Persistent

Transient

Privat/offentlig

Offentlig

Offentlig

Dffentlig

Offentlig

Dffentlig

Privat

Privat

*OI0SAML 2.0.9 er ikke understattet i integrationstestmiljget, men denne testtjeneste foresparger en eller flere af de udfasede attributter i metadata.
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6. Herefter vil du blive sendt videre til NNIT Internal Test SP (https://spl.test-
nemlog-in.dk/)

NNIT Internal Test SP - https://saml.sp1.test-nemlog-in.dk

Front page Attribute Query page |dP Discovery page Delegation iframe
Mot logged in

Login || Force || Passive || Log out |

© CIOSAMLNET (www.oigsamlinfa).

7. Veelg login og herefter MitID og indtast Bruger-ID, Password og midlertidig
bekreeftelseskode

Log pé hos Demo SP1 MitaD Log pé hos Demo SP1 Mit2D Log pa hos Demo SP1 MitaD
BRUGER-ID @ ADGANGSKODE @ Logon
Stig777] oo Vis © ENGANGSKODE @
LILIILIL

it
O Huskmig hos Demo SP1

[ skift til MitID app [ Skifttil MitID app

Afbryd  Hjzlp Afbryd  Hjzlp Afbryd  Hjzlp

8. Du vil nu blive mgdt af test-siden
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NNIT Internal Test SP - https://saml.sp1.test-nemlog-in.dk

Login || Force || Passive || Log out |

Secure page

Attribute name

dkegovisaml:attribute:Specver

Attribute Query page

Friendly name

|dP Discovery page Delegation iframe STS Integration

Logged in: C=DK,O=Ingen organisatorisk tilknytning,CN=5tig Christensen,Serial=PI[:9208-2002-2-486417934152

Attribute value
DK-SAML-2.0

Attribute value sequence no.

ifier

dkegov:saml:attribute:Cprumberident

1105723179

dkgovisaml:attribute:Assurancelevel

el

fier

dkegov:saml:attribute:PidNumberidenti

9208-2002-2-486417934152

Christensen

Stig Christensen

Ingen organisatorisk tilknytning

urn.oid:0.9.2342.19200300.100.1.1

PID:9208-2002-2-486417934152

urn:oid:0.9.2342.19200300.100.1.3

PEFzc2VydGIvbiBJRDOIX2JZTINZRELT
YZMWMENGUSMC kALWQ2Yzg1N
Tc5ZDFMCIgSXMzd WV bnMOYWS0PSI
yMDIXLTEWLTATVDA3OJE30jMwLjgwN
10ilFZlcniNpb249ljluMClgeG1sbnM3In
VybjpvYXNpczpuYW1lczp0yzpTQUIM
CJluMDphc3NIcnRpb24iPpdc3NTZXI+
aHROcHMBLy9zYW1sLnRlc3QtbmVitbG
InLWluLmRrLzwvSXNzdWVyPjxTawdu
YXR1cmUgeG1sbn9imh0odHABLy93d
3cudzMub3InLziwMDAVMDkveG1sZH
VduZWRIbmZvFj W5
pemF0aWouTWV0aGOkIEFs

VDA TAIAUDAANmd 242 S Ikt
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2 Test app simulator

Simulatoren giver mulighed for at teste MitID’s funktionalitet uden brugen af en
mobilenhed.

1. Log pd MitID Test Tool (https://pp.mitid.dk/test-tool/frontend/#/create-identity)
2. Sgg efter fiktiv bruger gverst hgjre hjgrne
3. Scroll ned og vaelg open simulator

Test Tool ‘ New Identity Flows  Handouts Notifications Identity: Stg777 v

Identity details for: Stig777

¢ Identity Claim: Stig777 Available actions:

¢ Full Name: Stig Christensen Revoke Identity

« UUID: d34afd31-9d3e-4b47-8667-0bbd09b2896a Suspend Identity

s Status: ACTIVE Regjster Password

e Created: 2021-09-03 15:40:04 Register TOTP

« CPR: 1105723179 Regjster app simulator

« Birth Date: 11.5.1972 Register MitID app

o Age: 49 Register chip simulator

« Email: nemlogin@digst.dk Register MitID chip

« IAL: SUBSTANTIAL Register Authenticator Combinations

Accepted Terms and Conditions Version: 1.2

Accepted Privacy Policy Version: 1.2

Privacy Settings: OFF

Self Service Access: TRUE

Preferred Notification Language: DA

Notification Level: CRITICAL

First Notification Channel: EMAIL

Second Notification Channel: MITID_APP

Email Registration Time: 2021-10-04 15:40:04

Creating Organisation Uuid: d987bb2f-640f-4{f0-b0b3-bb333818be67

Password
Authenticator ID State AEL Error Count Last Updated
P-3143-2005-3206 ACTIVE SUBSTANTIAL 0 2021-10-0509:15:54 Revoke Suspend Forgot Password
TOTP
Authenticator ID State AEL Error Count Last Updated Current TOTP Device Model
T-2610-5304-4303 ACTIVE SUBSTANTIAL 0 2021-10-0509:17:24 816929 Code Display Revoke Suspend Delete
App
Authenticator ID State AEL Error Count Last Updated Operating System
A-7242-9706-4686 ACTIVE SUBSTANTIAL 0 2021-10-04 15:40:05 Android 10 Open simulator Details Revoke Suspend
A-9565-2428-3450 PENDING SUBSTANTIAL 0 2021-10-05 09:07:27 New codes Revoke

4. Du kan nu interagere med en MitID App simulator
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5. Anvender du ikke en af de praedefinerede fiktive brugere, klik i stedet pa
Registrer app simulator til hgjre

Test Tool ‘ New Identity Flows  Handouts  Notifications

Identity details for: Stig777

Identity Claim; Stig777

Full Name: Stig Christensen

UUID: d34af431-9d3e-4b47-8667-0bbd09b2896a
Status: ACTIVE

Created: 2021-09-03 15:40:04

CPR:1105723179

Birth Date: 11.5.1972

Agde: 49

Email: nemlogin@digst.dk

TAL: SUBSTANTIAL

Accepted Terms and Conditions Version: 1.2
Accepted Privacy Policy Version: 1.2

Privacy Settings: OFF

Self Service Access: TRUE

Preferred Notification Language: DA

Notification Level: CRITICAL

First Notification Channel: EMAIL

Second Notification Channel: MITID_APP

Email Registration Time: 2021-10-04 15:40:04
Creating Organisation Uuid: d987bb2f-640f-4ff0-b0b3-bb333818be67

Available actions:

Revoke Identity

Suspend Identity

Register Password

Register TOTP

Register app simulator

Register MitID app

Register chip simulator

Register MitID chip

Register Authenticator Combinations

6. Tryk registrer

Register app simulator

Use this to register and activate a simulated app.

Operating system: I Android ~ l

AEL: I SUBSTANTIAL ~ l

Operating system version: [ 10 ]
Model: [ SM-AL15F ]
HW generated key:

App Name:

App Version:

App Identifier:

SDK version:

Software fingerprint:

Activate:

Extra (edit like property file):

[ MitID app

[ 1.0.0

[ dk.mitid.app.android

[ 1.0.0

[ 4b58eeed672b4ec29682fa35902589

)
)
)
)
|

{"packageName":"dk.mitid.app.android

"

CANCEL

‘ REGISTER
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